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ABSTRACT Keywords:

A new concept of Decision Support System (DSS) is presented. It is able to account for and Decision support systems;
support all phases of the risk analysis process: event forecast, prediction of reliable and accurate Structure from motion;
damage scenarios, estimate of their impact on Critical Infrastructures (CI), estimate of the Resilience;

possible consequences. It also provides an estimate of the consequences in terms of service Natural hazards;
degradation and of impact on citizens, on urban area and on production activities, essential for
the mitigation of the adverse events. It can be used in two different modes, either in an operational
mode (on a 24/7 basis) or in a simulation mode to produce risk analysis, setting up synthetic
natural hazards and assessing the resulting chain of events (damages, impacts and consequences).
Among the various possible external data sources an aerial, drone based one is presented. The
system may capture both thermal and visual images of CI, processing them into 3D models or
collect chemical pollutants concentrations for the monitoring of dangerous air quality due to
catastrophic events such as volcano eruptions or large fires. The obtained models and the
chemical data can be easily displayed within the framework of the DSS.

URL: http://doi.org/10.5278/ijsepm.3338

1 Introduction guarantees the supply of vital services (e.g. electric dis-
tribution, water supply, etc.) thus concurring to citizens
well-being. CI are complex technological systems, vul-
nerable as exposed to natural and anthropic-related
events. Physical damages inflicted to CI might produce
severe repercussions on their functionality reducing (or
even annihilating) it [6]. Moreover, CI outages might
produce environmental damages that further worsen the
consequences.

DSS could have a critical role in assessing the risk of
CI and in enabling asset managers to perform scenario
analysis aiming to: i) compare repair/reconstruction
strategies; ii) assess risks to mitigate impacts; iii) sup-
port the business case for investing into resilience.

Decision Support Systems (DSS) are complex techno-
logical tools, which enable an accurate and complete
scenario awareness, by integrating data from both the
surrounding environment and the behaviour and func-
tional state of the technological systems, in a way simi-
lar to [1]. One of the aims is to produce a scenario
analysis and to identify the most efficient strategies to
cope with possible crises. In the domain of Critical
Infrastructures (CI) protection [2, 3], DSS can be used to
support strategy elaboration from CI operators, to
improve emergency capabilities and to support pre-
paredness actions [4]. The set of CI constitutes an
enabling pillar of societal life in an urban area [5], it
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The international literature describes several efforts
towards the creation of software frameworks for the
assessment of risk of CI networks [7, 8]. In most cases
the efforts were not directed toward the creation of a
user-friendly and ready available DSS to be used by
asset managers and local authorities. The American
Lifeline Alliance [9] defined guidelines and accompany-
ing commentaries to provide a multilevel process to
assess the performance of CI systems in natural hazards
and human threat events. In Europe, the EU-funded
SYNERG-G project, developed an integrated methodol-
ogy and a software tool, referred to as OOFIMS Object-
Oriented Framework for Infrastructure Modelling and
Simulation for the systemic seismic vulnerability and
risk assessment of complex systems [10].

One of the main differences with similar applications
or platforms, is that the here described DSS has been
conceived and developed for a multi-hazard risk analysis
(earthquake, flooding, extreme weather, etc.), imple-
menting both a real time operational mode (24/7 moni-
toring) and a simulation mode (e.g. stress-test analysis).
Existing DSS are usually specialised for a single hazard
type and/or for a specific operational mode (real time or
simulation).

The set-up and implementation of new applications is
a crucial initiative. There is an ever-growing belief that
prediction and proper preparation to face adverse events
can actually produce substantial benefits. This is the
spur at the basis of a complex DSS as the CIPCast, here
described. A comprehensive worldwide overview of
similar approaches, systems and platforms can be found
in [11].

The CIPCast is a new concept of DSS [12], which is
able to account for and support all phases of the risk
analysis process: event forecast, prediction of accurate

damage scenarios, estimate of the impact that expected
damages could have on CI service and estimate of the
possible consequences. A DSS should also support the
identification and definition of preparedness and emer-
gency strategies that could be adopted to reduce the
impact, speed-up the mitigation and healing procedures,
ease the recovery phase, thus reducing the extent, the
severity and the duration of the crisis. A preliminary
implementation of such issues has been successfully
performed, by developing a specific CIPCast tool
(RecSIM), which can be used as effective simulator to
perform comprehensive stress tests [13].

Besides, the use of aerial systems for the collection of
thermal, visual and chemical data can be a useful source
of knowledge for several aspects of the scenario. The
visual and thermal data can be helpful for the monitoring
of CI, also through the 3D modeling of the infrastructure
[14, 15], before crisis, for early warning, e.g. for the
individuation of electrical problems in power substa-
tions. The environmental monitoring in terms of chemi-
cal pollutants can be valuable for the modeling of
chemicals or particulate matter diffusion during crises
such as large fires or volcano eruptions.

In section 2 the CIPCast system is described in detail
highlighting the capabilities and features of the system,
in section 3 the problem of resilience of CI against nat-
ural phenomena such as heavy weather is outlined and
two operative examples of the use of the system given.
In section 4 an example of data collection is described in
two possible scenarios, the elaboration of image
sequences into 3D models to be stored and displayed in
the DSS for the monitoring of CI in normal conditions
and the use of chemical data to compute possible scenar-
ios of particulate diffusion, in the last section some con-
clusions are drawn.
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2. Methodology and CIPCast in general

The CIPCast was conceived as a combination of free/
open source software environments including GIS fea-
tures (GFOSS) [16, 17]. GIS technologies, among other
applications see e.g. [18] in this issue, are suitable for
supporting risk assessment and emergency management
tasks in case of natural hazardous events [19], multi-
source data and GIS analysis provide fundamental infor-
mation for immediate response [20]. The CIPCast DSS
is capable of providing a user-friendly geographical
interface, by means of a specific WebGIS application,
for querying and analysing data and thematic maps, pro-
duce and evaluate scenarios, etc., based on specific GIS
and SDI (Spatial Data Infrastructures) architectures,
developed using GFOSS packages.

On the basis of the knowledge of the location of the
CI elements, CIPCast produces an expected damage
scenario by assessing the possible degree of damage,
depending on the type of event expected (and its inten-
sity), and the specific vulnerabilities of each individual
infrastructure element. In addition it evaluates the
impact that the computed damage(s) will cause on the
infrastructure as a whole and on other infrastructures
functionally linked to the one directly affected (through
the so-called “domino effect”). Thus it provides an esti-
mate of the consequences over the urban area, in terms
of service degradation [21].

Figure 1 shows the main functional blocks of CIPCast
and the relevant components. The platform gets external

data from many different sources (e.g. meteo/hydrologi-
cal models), to establish the current conditions. Then,
estimating the expected strength of events, it elaborates a
damage scenario, by correlating the strength with the vul-
nerability of the different CI elements. Expected damages
to CI elements are converted into outages of the service.
A final step is devoted to inform and support the response,
by allowing testing and comparing different strategies for
restoring the service by prioritising repairs and deploying
physical resources and technical crews [12].

The logical and physical components of the CIPCast
architecture, as well as the data workflow, are depicted
in the high-level schema reported in Figure 2.

The WebGIS front-end (Figure 3) allows the users to
access the available services and the related data through
a web browser. In such a way, the user can use thematic
maps, charts and other available results (e.g., scenarios).

CIPCast has been designed and implemented to work
both in an operational mode (on a 24/7 basis, as an alert
system) and also in an off-line mode by simulating
events. In the latter case, the DSS can be exploited as a
stress tester enabling to set-up synthetic natural hazards
(e.g. earthquakes) and assessing the resulting chain of
events [22].

Different steps are necessary for estimating induced
damage, functional impacts and consequences for infra-
structures,:

1. hazard assessment: acquisition, prepocessing
and elaboration of input data;

guences

GeoDatabase

By
— | WebGIS Interface
- |

Figure 1: CIPCast workflow and functional blocks [12]
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Figure 2: CIPCast architecture high-level schema
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Figure 3: CIPCast WebGIS interface: example of layout

2. classification of infrastructure components;

physical damage and functional impact metrics;

4. damage assessment (appropriate hazard-damage
relationships);

5. system performance assessment: residual
performance of the whole infrastructure;

6. service restoration assessment: repair and service
restoration timeframe.

3. Hydrological forecast applied to urban
resilience

bt

The Hydrological warning system discussed in this
paper is based on the activities carried out with
Cetemps Hydrological Model (CHyM). This model
has been developed since 2002 in the Cetemps Centre
of Excellence of University of L’ Aquila with the aim
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to provide a suitable and adaptable operational tool
for flood alert mapping. CHyM is a physical-based
model, all the physical processes contributing to the
hydrological cycle are explicitly parametrized. All the
variables needed for the hydrological forecast are
defined on a regular grid; the typical horizontal reso-
lution for applications over the Italian peninsula
ranges from few hundreds of meters to few kilometres.
The model has been used in the last years for hydro-
logical simulations both at meteorological [23, 24]
and climatic [24] time scale.

Two main features of the model makes it very fitting
for the application discussed in this paper: the possi-
bility to run hydrological simulations in any geograph-
ical domain with any spatial resolution and the
implementation of a native algorithm [26] allowing to
ingest and merge on a regular grid, different sets of
precipitation data.

A very critical aspect for flood alerting deals with
establishing a discharge threshold above which severe
hydrological event is expected; of course such threshold
level also depends on the specific geomorphological
characteristics of each segment of the drainage network.
In order to find an efficient numerical approach, a large
number of case studies has been simulated and analysed
leading to the definition of two different flood alert
indexes to map the segment of drainage network where
severe hydrological events are expected.

D i |G Q a4 O [ O
Geo-Platform  Widgets  Map Options

A first index, CHyM Alarm Index (CAl), is an empir-
ical index obtained by the comparison between the total
precipitation available for runoff drained by each ele-
mentary cell and the cross section of the river channel
for the selected cell; the latter quantity being considered
a linear function of the total drained area. CAI index is
therefore calculated as the ratio between the total
drained precipitation and the total drained area; the pre-
cipitation is considered in a time interval of n hours,
being n the average runoff time for the considered
upstream basin.

A further more deterministic alarm index, based on
the predicted discharge, is the Best Discharge-based
Drainage (BDD). It is defined, for each grid point of the
simulated domain, as the ratio between the maximum
value of expected discharge in a given time interval and
squared of hydraulic radius for the channel contained in
the elementary cell; the latter quantity being an estima-
tion of the river cross section in the selected cell.

These indexes have been validated and calibrated
during a long operational activity for flood alert map-
ping carried out for the whole Italy in the last ten years,
establishing threshold levels for BDD and CAI above
which hydrological stress has to be expected. The final
product is a graphical mapping of the drainage network
where the segments of the network for which the alarm
indexes are above the alarm level are highlighted; see the
central panel of Figure 4.
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Figure 4: CIPCast WebGIS interface: example of visualization of meteorological forecast (rainfall and flood hazard) overlaid to Electric

Distribution Network Primary Substations
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For the application described in this paper, the alarm
indexes are also specialized to highlight possible critical
hydrological stress for each CI element. Basically it is
assumed that, for each CI, the main hazard source is
represented by the closest channel point within the
CHyM grid; the CAI and BDD for that cell are then
considered an estimation of stress for that asset. The
output consists in a table where, for each CI element, the
predicted time series of stress index is given. An
example of such tables is reported in the lower panel of
Figure 4.

In order to provide to CI operators an objective vali-
dation of the proposed alarm system, the operational
output has been reproduced for several case studies
characterized by severe meteorological events affecting
the Tiber basin and the surrounding area in the last
years, with different meteorological situations and
occurring in different seasons. A summary of these
events, for what concerns the total accumulated precipi-
tation, is reported in Figure 5, while the complete list
and all the results obtained for each case study are avail-
able starting from the URL: http://cetemps.aquila.infn.it/
chym/rse/cs.html.

Concerning the daily operational activities, CIPCast
gathers external data about rain precipitation forecast in
a specific area within a specified interval. CHyM model
runs simulations every day at about 2 a.m., and makes
available all the numerical and graphical outputs in the
early morning hours. These simulations cover a period
of time that goes from 96 hours before the start of the
simulation, up to the following 24 hours. The results are
produced both in graphical (NetCDF) and numerical
format (data sources, precipitation rates and evolution,

hydrological alarm indices, etc.). Data about forecast
precipitation are provided as a sequence of 24 maps
covering, with hourly time resolution, the whole current
day starting from midnight. All files with rainfall data
and hydrological indices are then automatically acquired
by CIPCast to be exploited by the DSS processes and to
be usable through WebGIS interface.

In particular, meteo/hydrological indices are useful to
early assess flooding hazard where CI elements are
located (Figure 4). Thus, in case of possible hazardous
event, the DSS evaluates the damage that the assets
(e.g. Cl specific elements) are likely to undergo. CIPCast
provides an initial damages scenario describing the
affected CI components and the damage extent. Estimates
can be done either by using historical data or a vulnera-
bility assessment. In such a way, CIPCast, by a tight
collaboration with CI operators, can provide impacts on
their infrastructures. In addition and in perspective,
CIPCast can support all the players involved in the oper-
ations, from CI operators to Civil Protection, in order
to allow them to have a coherent set on information on
which they could properly elaborate mitigation or
maintenance strategies and, whenever the case, emer-
gency plans.

As an example of DSS usage, two different applica-
tive cases are described below.

In the first case, an a-posteriori simulation of an
extreme weather event striking the electric distribution
network was carried out, in order to produce an expected
damage scenario and check it against the actual event
outcome. This has also allowed to calibrate the hydro-
logical alarm indices (CAI and BDD) and properly
define the thresholds. To this end, the CAI and BDD

December 11, 2008 h: 08

=z et I

December 11, 2008 h: 09

o

Figure 5: Summary of the total accumulated precipitation for the case studies of December 11, 2008 (left), and
December 11-12, 2008 (right)
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have been specialised to a set of specific sites that Areti
(the branch of ACEA Spa holding, which manages the
electric distribution network in the area of Rome) con-
siders as relevant and strategic for the robustness of the
electric grid and the services continuity. The alert levels
and thresholds were calibrated and validated by simulat-
ing a severe event, selected from those that in recent
years (2008-2014) affected the area of interest.
Hydrological alarm indices were spatially correlated to
the location of specific Areti assets (e.g. Primary
Substations, PS, of Medium Voltage, MT, network,
Figure 4), which are critical elements as they represent
the interface between transmission and distribution
grids. Possible expected alerts, are highlighted in the
table of Figure 4, in yellow or red colour, indicating
when CAI/BDD thresholds are expected to be exceeded,
impacting the PS monitored (represented with black dots
in the DSS GIS interface).

The second applicative case is related to the exploita-
tion of the DSS in real time operational mode, during a
different extreme weather event, occurred in fall 2018,
when the DSS was actually running. The DSS capabil-
ity to manage the scenario elaboration and the alarm
dispatching towards the CI operator (i.e. Areti) was
tested. From the post-analysis, has emerged how the
approach was effective for real time operational pur-
poses. In particular, BDD and CAl indices have exceeded
their thresholds (indicating a potential critical situation)
in correspondence of areas where hydrological critical-
ity actually occurred.

In both cases, the results obtained has shown how the
DSS has been able to predict the expected scenario, pro-
viding early alerts and highlighting the segments of the
drainage network that may represent situations of possi-
ble hydrological or hydraulic risk on specific electric
grid elements.

4. Data collection

As described in section 1, the DSS can be easily inter-
faced with several genres of data producers e.g. weather
forecasts, infrastructure locations, etc.. In the following,
as an example, is presented an aerial monitoring data
producer. This system can perform two different tasks:
either the thermal and image assessment of buildings, or
the measurement of the levels of some air pollutants.
From the point of view of the DSS, the first activity may
be useful for the monitoring of CI for early warning,
while the second can yield measurements for the

modeling of chemicals or particulate matter in fires or
volcano eruptions.

The aerial system is conceived as a portable and
easily deployed one used for local monitoring, the local-
ity of the produced data is a direct consequence of the
legal aspects subtended to the use of remotely piloted
aerial systems (RPAS) [27]. The pilot is obliged to have
the drone in line of sight, prohibiting any kind of vehicle
autonomy and limiting de facto the geographical exten-
sion of the collected data.

The heterogeneous data collected by the RPAS are to
be furnished to the DSS in order to have it easily avail-
able for the user. The amount of data in the first case is
quite large being composed of thermal and HD images
and videos, thus a data processing pipe has been set up
to reduce the data to a more compact description. The
resulting representations are two 3D models, fusing the
images in a single entity: a visible spectrum 3D model
for the structural analysis of the building and a infrared
one to check for itsthermal signature. On the side of the
chemical monitoring the data are not processed being a
series of records arranged in a limited number of real
values and their georeferentiation.

Structure from motion

The algorithms of the structure from motion (SFM)
family belong to the photogrammetry science, which
performs measurements from images, typically from
airborne cameras [28]. SFM is a technique used to esti-
mate 3D structures from a sequence of 2D images either
collected by a single moving camera or by a set of cam-
eras from different points of view. The key point of these
algorithms is the triangulation of corresponding points
across different images. This approach is computing
intensive and has found a recent success with the intro-
duction of powerful processing units such as the graphi-
cal ones (GPUs).

A paramount importance resides in the algorithm
used to extract candidate points from images, the
method mostly used is the scale invariant feature trans-
form (SIFT). It uses a vector of image features which are
invariant to translation, rotation and scaling and partially
invariant to illumination changes, which are then
matched against those coming from the other images in
terms of Euclidean distance [29, 30].

Once that the correspondences are found, it is possi-
ble to compute the so-called fundamental matrix, i.e. the
transformation from the point of view of the camera in
one image to the one in a different image and thus the

International Journal of Sustainable Energy Planning and Management Vol. 24 2019 141



Decision support system for smart urban management: resilience against natural phenomena and aerial environmental assessment

3D content of the scene. If there are more than two
images, the subsequent images are iteratively aligned to
the already computed set. This cloud of 3D points is then
input to the bundle adjustment algorithm [31]. This is an
optimisation operating on a very large number of param-
eters at the same time, i.e. the camera and 3D point
positions, repeated over time in the SFM algorithms. It
tries to minimise the total reprojection error.

At the end of the optimisation we end up with a cloud
of 3D locations representing the features location; an
interpolation is then performed in order to obtain a
smooth, hole free surface, usually using Poisson sur-
faces [32]. The last step is represented by the meshing,
i.e. the geometrical description of the surface by use of
small triangles and finally its texturisation with the color
information of the original images.

At the end of the procedure a model in the form of a
PLY file (PoLY gon file format) is obtained. This kind of
file can be visualized using most of the 3D visualisation
software.

There are several different available SFM softwares
that can be used, they can be coarsely divided into
commercially available and open source ones. The
open source solutions come from academic institutions
and are usually difficult to use, but, at the same time,
open. The market solutions also come from the aca-
demic world but through small spinoff companies, they
are usually expensive since are targeted to professional
use and are closed. There are several scientific papers
comparing the two, e.g. [33], whose conclusions are
that the results obtainable both with the academic or
the commercial solutions are similar, depending on the
single application. Naturally the commercial software
is much easier to cope with and furnishes a customer
support, but often the academic one is more advanced

on the technological side but with a more complex
interaction. A note: at least in one case it has been
checked that the names of the temporary files produced
by a commercial software are almost indistinguishable
from those of an open source one, testifying that the
professional solution makes use of the open source
one, at least partially.

In this work the chosen open source solutions are
represented by MicMac [34] and Colmap [35]. The first
has been developed by the ENGS (Ecole Nationale des
Sciences Geographiques) and the ING (Institut National
dell’information Geographique et forestiere), both
French and the second by the ETH (Eidgendssische
Technische Hochschule, Ziirich) and the University of
North Carolina (Chapel Hill). In a nutshell MicMac is
more powerful but more difficult to interact with, while
colmap is window based and more friendly; the results
are more geometrically precise on the MicMac side but
at the price of sparseness, while Colmap produces
smoother surfaces with less holes, see Figure 6. The
software has been uses “as is” except for a mild pre pro-
cessing of thermal images in order to enhance image
sharpness and dynamics for a better effectiveness of the
matching.

Display

In the DSS the user should be able to display the result-
ing 3D models with ease. To this end it has been imple-
mented a HTML web page to visualize the models, that
can be invoked directly from the DSS. It is based on
three.js [36] a JavaScript library that can work in several
browser, able to create and animate 3D graphics in a web
page without the use of browser plugins, but only using
WebGL a JavaScript API for graphical rendering,
working directly in hardware on the client side.

Figure 6: A comparison of MicMac on the left and Colmap on the right
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Figure 7: The interpolation of particulate content data (left) by the DSS into a diffusion map (right)

From the side of the chemical measurement, in
Figure 7 is shown an example of interplay between the
aerial system and the DSS. It can be seen how on the
basis of the values of particulate matter (PM10) mea-
sured by the system, the DSS may interpolate them to
offer a prediction of diffusion in space useful for issuing
warnings in the area. Specifically the source of pollution
was a bonfire of garden waste and the measurements are
the coloured dots on the map.

5. Conclusions

To achieve the goal of creating a user-friendly and ready
available DSS to be used by CI asset managers, local
authorities and civil protection departments, ENEA has
designed and developed (in the frame of EU/Italian-
funded projects) a specific DSS platform, namely
CIPCast, which enables to operationally perform risk
assessment on CI for different kind of natural hazards,
allowing to receive external data and to integrate appli-
cations enabling data analysis and decision making
actions [37]. As an example of external data collection a
procedure for the elaboration of image sequences into
3D models and of the processing of chemical pollutant
data have been presented. The obtained models can be
displayed within the framework of the DSS and exploit
the DSS capabilities for data elaboration.

CI operators and managers can take advantage from
such new concept of DSS, capable to account for and

International Journal of Sustainable Energy Planning and Management Vol. 24 2019

support all phases of the risk analysis process: event
forecast (when applicable/predictable), prediction of
reliable and accurate damage scenarios, estimate of the
impact that expected damages could have on CI service
(service reduction or loss), estimate of the possible con-
sequences [38].

In perspective, such a kind of DSS will also support
the identification and definition of preparedness and
emergency strategies that, taking into account the differ-
ent phases of the expected crisis (event, damage, impact
and consequence), could be adopted to reduce the
impact, speed-up mitigation and healing procedures,
ease the recovery phase, thus reducing as much as
possible the extent, the severity and the duration of
the crisis.
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